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Yes | No | Detailed clarification:
If yes, please specify how
Questions the question is fulfilled
If no, please specify reason
for this / alternatives
A. Computerised System
1. Are there some data transferred from one electronic systemto | X Integration between
another electronic system? several systems.
2. Did the site test the software before it was applied to manage X ITIL change management
patient data? processes.
3. Were the test results documented? X In the test system.
4. Does the site have written policy on: X ITIL processes.
a. System validation
b. Problems management (i.e. system failure...)
c. System use
5. Does the system have a virus scanning program? X
6. If the network is connected to the internet, is there any X
firewall?
B. Access
1. Do the users receive training for operations they have to do in X All users are certified.
the system?
2. Are there any ID and passwords for users to access the system? | X All users have unique ID
and password.
3. Is each user provided with his/her own password (not shared X All users have unique ID
password)? and passwords.
4. Are the users required to change the password periodically? X Policy based and controlled.
5. Is there an automatic log-off after a period of inactivity? X Policy based and controlled.
6. Is the name of the person who recorded clinical observations X
displayed?
7. Is it possible to edit the list of users who were authorized to X
make data changes during the study?
8. Are monitors, auditors, inspectors provided with read-only X Read only access is gained

access, limited to specific patients participating in a specific
ongoing clinical trial?

a. Ifso, how does the individual gain access?

b. how is limited access tracked?

on request and only to the
specified clinical trial via
user management.
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Questions Yes | No | Detailed clarification
C. Audit trails
1. Can the system capture and display all time sequenced data
such as:
a. All changes? X
b. All deletions? X
¢c. Who changed? X
d. When changed (time and date)? X
e. Why changed? X If necessary, it can be
investigated further from
the log.
2. Does the system have function of clock protection? X
3. Is the audit trail protected from modifications and from being X Policy based and controlled.
inactivated?
4. Do monitors, auditors, inspectors have access to audit trail? X Printout can be provided on
request.
D. System maintenance
1. Is there routine data backup? X Standard operating
procedure.
2. Has the back-up process been tested and verified by vendor or | X Standard operating
site so the integrity of the back-up can be assured? procedure.
3. Are backup stored in a secured location (e.g. different from X Logical and physical
source data location...)? separation.
4. Does the site have written policy for restoring data from X Standard operating
damaged files? procedure.
E. Archiving
1. Does the site ensure that reasonable and useful access to X Follows Clinical Trials
electronic records (including audit trail) is possible during 15 years Regulation, EU no
after end of trial? 536/2014.
(After implementation of Clinical Trials Regulation, EU No 536/2014, 25 years
will apply)
2. Does the system allow generating electronic copies of electronic | X
records?
3. Does the system allow generating paper copies of electronic X

records?
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4. In case of update or change of system, does the site ensure that | X
all electronic data will be maintained in new system?

Electronic Records Management Systems in the Danish public healthcare sector are regulated by Danish
law e.g. “Lov om krav til sikkerhed for net- og informationssystemer inden for sundhedssektoren”, Law
No. 440, May 8 2018.

The electronic Records Management System described in this document is in accordance with The
General Data Protection Regulation (GDPR) (EU) 2016/679.

Update of this his document is required if the electronic Records Management System described in this
document is changed. Verification of answers in this document is required every second year.

Name and title: __Maja Lindholm

Signature:

Date: _ 2023.03.20___

30f3

This document has esignatur Agreement-1D: 982850PPrWu249638747



Dette dokument er underskrevet af nedenstédende parter, der med deres underskrift har bekraeftet dokumentets indhold samt alle datoer i dokumentet.

This document is signed by the following parties with their signatures confirming the documents content and all dates in the document.

i >

g

I
Maja Lindholm
IP-adresse: 91.198.168.8:7428
Tidspunkt for underskrift: 20-03-2023 kl.: 10:03:06
Underskrevet med esignatur EasySign

4

This document is signed with esignatur. Embedded in the document is the original agreement
document and a signed data object for each signatory. The signed data object contains a
mathematical hash value calculated from the original agreement document, which secures that the
signatures is related to precisely this document only. Prove for the originality and validity of
signatures can always be lifted as legal evidence.

The document is locked for changes and all cryptographic signature certificates are embedded in
this PDF.The signatures therefore comply with all public recommendations and laws for digital
signatures.With esignatur's solution, it is ensured that all European laws are respected in relation to
sensitive information and valid digital signatures. If you would like more information about digital
documents signed with esignatur, please visit our website at www.esignatur.dk.

secured by (&) signatur

This document has esignatur Agreement-1D: 982850PPrWu249638747




Proof of signing

This is the proof of signing of the document with Agreement ID 982850PPrWu249638747.
The document is part of the order with Reference ID dba685mpyRP249638747.

The validity of the original document, attached ot this document, can be verified by calculating the hash sum of the original
document. The hashsum of the original document is as follows.

Algorithm  Hashsum

SHA512 03136A0DFC1BE6D7A5447C285E5A2F5B -
E438B707185BD680B3EBABSBB23E67A9 —
747B9A938C0B69717FFACABOCD6F1F09 -
0478AADC7C8CF275B4F7D1C9912E6FAC

The document was sealed for changes: 2023-03-20T09:03:06.913Z
The date and time is given in UTC.

This is the only document in the order.

Signers

Maja Lindholm <majli@regionsjaelland.dk>
Using EasySign with SmsService +4593577837 f51e5ee4-fef8-4445-b7ce-9af3f95a54eb
Signed 2023-03-20T09:03:06.870Z from 91.198.168.8:7428

Activitylog

When What Who Where

20- 03- 2023 Creat ed Rune Stokvad Mansson 172.20.9. 221
07:45: 00 rmans@ egi onsj ael | and. dk

20-03- 2023 Opened Maj a Li ndhol m 91.198. 168. 8:
09: 01: 56 maj | i @ egi onsj ael | and. dk 7433

20-03- 2023 Si gned Maj a Li ndhol m 91.198. 168. 8:

09: 03: 06 maj | i @ egi onsj ael | and. dk 10135





		Proof of signing

		Signers

		Activitylog





				2023-03-20T10:03:09+0100

		København, DK

		Sealed by esignatur










Proof of Signing

This is the proof of signing on the order with Reference ID dba685mpyRP249638747.

The document was created: 20-03-2023 07:44:59
The document was received: 20-03-2023 07:45:00
The document was signed: 20-03-2023 09:03:06
All dates and times are given in UTC.

Name: Maja Lindholm
Email: majli@regionsjaelland.dk
IP-Address: 91.198.168.8:7428

The SHA512 hashsum of the embedded SDO is:

E34B2847E07FAD3606356FA2A51C765D -
4526E8546D2A839A33C0A262DD07CEGS —
EFD747C8CAB74ECBF48EBBF82F9BCO3F -
90E32218CB9B1C0OAAO036DESSFEA3245F





		Proof of Signing





{

  "name": "Maja Lindholm",

  "email": "majli@regionsjaelland.dk",

  "phone": "+4593577837",

  "sharedSecret": "",

  "smsSessionId": "f51e5ee4-fef8-4445-b7ce-9af3f95a54eb",

  "app_AuthenticationType": "EasySign",

  "app_UrlReference": "r-ZjJlYzRkODgtYjNhMC00YjllLWEyMTUtMzI0MzM4ZDA1ZDlkfDAwMDAwMDAxfGQ3NzU5NWRiLWNhNjUtNDc4MC05NWM4LWFiMmI4MzU1ODdkNnwyNDk2Mzg3NDc=",

  "signature": "",

  "signedAtUtc": "2023-03-20T09:03:06.7781443Z",

  "userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.41",

  "signOrderIds": "249638747",

  "agreementId_982850PPrWu249638747": "982850PPrWu249638747"

}


		2023-03-20T10:03:09+0100
	København, DK
	Sealed by esignatur




